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ABSTRACT

In macroeconomic terms, the cost of  compensat ing dam-
age to pipel ine/cables and cables caused by construct ion
worh amounts to an est imated €2 bi l l ion per annum.

Much of  th is damage is due to a lach oF inFormat ion on
the locat ion of  p ipel ine/cables dur ing the s i te invest iga-
t ion phase pr ior  to the commencement oFconstruct ion.
f  ndeed, both bui ld ing contractors and pipel ine/cable/
cable operators seehing to obtain such in lormat ion wi l l
o i ten f ind that ident l fy ing pipel ine/cable, /cable routes
and their  oDerators is far  From easv.

An al l -d ig i ta l  process avai lable onl ine can go a long way
to s impl i ly  such inquir ies,  contr ibut ing to the saiety oFal l
the players involved. The lo l lowing report  descr ibes rhe
current s i tuat ion and requirements,  and provides a pro-
posal  based on recent operat ive exper ience in th is Field.

SITUATIONAL CONTEXT

Digi ta l  business processes are on the increase in al l
industr ia l  sectors.  In general ,  the aim is to boost eFFi-
c iency, el iminate redundancies and achieve a c loser
inter l inhage of  sensor technology and machine control
wi th dedicated technical  business processes. In general ,
commercial  business processes are highly standardized
and already largely automated without requir ing adlust-
ment to speciFic customer prof i les.  Widely accepted ior
pr ivate as wel l  as commercial  monetary t ransact ions,
onl ine banhing is a good example of  th is.

In the context  of  " lndustry 4.O",  the Focus is on connected
manufactur ing which can be improved by using sui table
sensor technologies and evaluat ion oimeasured data in
order to opt imize product ion cycles.

In the energy sector,  the introduct ion of  Industry 4.O
processes has not yet  progressed qui te so iar .  This is
part ly due to the fact  that  the Focus is not so much on
product ion schemes and that the human intertace plays a
dominant role in monitor ing processes. Cermany's digi ta l
associat ion BlTl(OM demands for "digi ta l  ecosystems" to
be developed in order to promote the digi ta l izat ion of  the
Cerman nat ional  economv.
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To implement digi ta l izat ion,  Big Data analysis and
automat ion in the context  oF Industry 4.O, the fo l lowing
requirements must be met.

l .  The business process must be digi t izable and comply
with a standardized process compris ing input and
output data that  lends i tselF to automaf ic processing.

2.  The immanent t ransact ion must generate a benef i t
that  can be increased by automated processes which
can be digi ta l ly  supported.

3.  The under ly ing logic oF the business process ideal ly
uses intranet -  or  possibly even internet -  services for
data storage and data provis ion. /system deployment.

STATUS QUO OF PtPELtNE/CABLE INQUTRTES

Most of  the business processes oi  p ipel ine/cable oper-
ators in al l  domains nowadays serve to monitor cr i r ical
infrastructures,  ior  instance monitor ing underground
pipel ine. /cable ne[worhs. As stat ist ical ly proven, there is
a r ish of  p ipel ine/cables being damaged by excavators
or at  least  o l  increased interf ,erence with pipel ine/cable
corr idors.  Al l  these act iv i t ies are undertahen without lu l l
hnowledge of  underground pipel ine/cable locat ions.  In the
context  oF civ i l  engineer ing,  more than IOO,OOO instances
of structural  damage occur wi th in a calendar year,  which
according to actuar ia l  assessments amount to €5OO
mil l ion in damages paid.  Much oi th is damage could be
prevented by set t ing up a lu l ly  iunct ional  inquiry process.
Providing inFormat ion on the locat ion of ,p ipel ine/cables
and construct ion supervis ion are business processes
that are crucial  to saFety and form part  of  a pipel ine/cable
operator 's core competencies.  In th is context ,  salety is the
overarching topic involv ing the lo l lowing aspects:

.  Pipel ine/cable inFrastructure saiety to protect  and
heep pipel ine. /cables intact  and prevent in iury to per-
sons or damage to resources

. Rel iabi l i ty  oFthe inquiry process in which
- the inqulry const i tutes a legal ly secure c la im to

correct  and Ful l  inf ,ormat ion and i ts exchange
between the party pursuing the construct ion
act iv i t ies and the supervis ing operator(s)

-  an inquiry process that is t ransparent in case of
damage and an ensuing lawsui t

.  Data secur i ty in the context  oF data provis ion and
archiv ing,  a lso prevent ing the improper use oldata

The alore ment ioned aspects are explained in detai l
below as they contr ibute to safety in diäerent ways. The
requirement of  generat ing a benef i t  (as l is ted under 2.
above) can thus be met by means of  a digi ta l ly  supported
business Drocess.
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When invest igat ing a potent ia l  construct ion s i te,  the

party pursuing the construct ion act iv i t ies is obl igated to

obtain inFormat ion on the locat ion olpipel ine, /cables i l i t

wants to avoid l iabi l i ty  For negl igence in case oldamage'

Presumably,  the party in quest ion wi l l  even be aware of

th is,  but  i t  appears that  in a rural  area where pipel ine/

cable corr idors are not c lear ly marhed, the magnitude oF

not meet ing th is obl igat ion is perceived as comparable to

hnowingly exceeding a speed l imi t  whi le dr iv ing a car '  The

l ihel ihood oidamage occurr ing is perceived as low and

readi ly accepted.

This would seem to be the only explanal ion as to why in-

terFerence with pipel ine, /cable networhs occurs t ime and

again,  wi thout having inquired about their  locat ion.

This is essent ia l ly  the reason why pipel ine operators reg-

ular ly incur substant ia l  expenses to carry out s i te inspec-

t ions,  both on the ground and by hel icopler '

According to pipel ine/cable operators,  the number oi

inquir ies on pipel ine/cable locat ions has doubled since

2OlO, probably owing to the increase in bui ld ing act iv i -

t ies.  Whi le according to sect ion 254 BGB [Cerman Civi l

Codel ,  p ipel ine/cable operators are required by law to

respond to any inquir ies received, there is no general

legal  duty to inquire.

On the inquiry s ide,  th is leads to a s i tuat ion that is

nothing short  o l  absurd:  The inquiry process involves

t ime-consuming research in order to ident iFy the pipel ine/

cable operatots in charge ola certain area. Bigger com-

panies have organized this tash more or less ef , f ic ient ly

whi le smal ler  companies tend to place inquir ies v ia mai l -

ing l is ts that  are oi ten not exhaust ive.

The informat ion to be obtained and exchanged between

inquirer and pipel ine/cable operator is not subiect  to any

standards and requirements,  and thus var ies great ly in

terms oi  the content and detai ls communicated. A mean-

ingful  communicat ion,  however,  requires current hnowl-

edge of  the s i tuat ion inquired about.  The emergence oF

new operators and new pipel ine/cable routes in biogas,

solar and cable gr ids,  etc.  does not mahe this any easier.

Also,  establ ished operators may have changed names

due to regulat ions,  resul t ing in the Format ion oi  new cor-

porate uni ts and contactg.

ln the interest  oF customer or ientat ion,  many energy

ut i l i t ies now provide a te lephone number or emai l  address

to contact  lor  p ipel ine/cable inquir ies on their  websi te ln

some cases, construct ion inFormat ion is requested, and

very rarely a geographical  descr ipt ion of  the s i te.  Down-

load services are provided to hnown inquir ing companies

only upon pr ior  registrat ion.  For municipal  ut i l i t ies,  th is is

a leasible and secure solut ion.  However,  i t  means the in-

quirer has to hnow about th is opt ion.  In big Cerman ci l ies,

underground cables serve up to 40 services and opera-

tors,  i .e.  much more than iust  lhe convent ional  gas, water,

power and distr ict  heat ing l ines provided by the municipal

ut i l i t ies as commonlY hnown.

In th is conlusing si tuat ion,  inquirers of ten choose to

proceed as lo l lows:

.  Place several  inquir ies on the var ious portals provided

by pipel ine/cable oPeralors
.  Set up a mai l ing l is t  to contact  operators hnown to them
. Send emai ls randomly lo a l is t  of  recipients that  is

too exhaust ive
or
.  Outsource the inquiry process to a local  comPany

'  soecial ized in th is f ie ld
.  Use commercial  services to obtain inf lormat ion on the

local  companies potent ia l ly  in charge, and Forward

the inquiry i f  necessarY

I
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Based on the number of  incidents caused by th i rd-party
interFerence in pipel ine/cable networhs, one must con-
clude that,  as a th i rd opt ion,  some consciously tahe the
r ish oI  not  inquir ing.

For the reasons out l ined above, inquirers may ieel  that
they are anyway unl ihely to obrain exhaust ive and re-
l iable informat ion on the locat ion of  p ipel ine/cables in
the area. Accordingly,  the unrecorded number oF con-
struct ion projects carr ied out wi thout pr ior  inquiry and
involv ing an unhnown r ish potent ia l  can there[ore be
assumed to be signi i icant.

NEED FOR ACTION

Regarding interference with pipel ine, /
cable routes,  operators of  the cr i t ical
chemical ,  gas and oi l  p ipel ine infrastruc-
tures relate the [o l lowing exper iences:

.  Incidents st i l l  occur on a dai ly ba-
sis,  even though excavators should
be wel l  aware of  the r ish potent ia l .

.  Excavator damage to steel  p ipes
resul ts in corrosion which can
be detected at  some later stage
in the course of  regular in- l ine
inspect ions,  by which t ime i t  is  im-
possible to determine who caused
i t ,  so operators are lef , t  to bear the
rehabi l i tat ion costs.

When i t  comes to planning and
construct ing new pipel ine. /cables,
operators,  too,  require inFormat ion
on the underground Faci l i t ies pres-
ent in the area. Addressing munic-
ioal i t ies in order to f ind out who
is responsible in such matters wi l l
oFten disclose only those operators
running pipel ine in publ ic space.
Most ly,  however,  new cable routes
and exist ing pipel ine, /cables are
not located in publ ic ground.

Pipel ine operators receive a large
number of  inquir ies that  are i r re le-
van! in that  they do not fa l l  wi th in
their  competence and domain ol
responsibi l i ty .  This is due to rhe
Fact that  many inquirers tend to in-
c lude too many random recipients
in their  mai l ing l is ts.
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Due to the complexi ty ol  the s i tuat ion,  inquirers need to

.  automat ical ly reach al l  operators wi thout i i rst  having
to ident iFy who is in charge.

.  submit  a complete and Ful ly speci l ied inquiry,  i .e.
detai l ing al l  the informat ion required.

.  receive a t imely response.

.  archive the repl ies received from a mult i tude of  op-
erators in a structured way.

.  receive status updates on the processing oi  their
inquiry t rom the operator.
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PIPELINE/CABLE INFRASTRUCTURE SAFETY

To ensure saiety dur ing planning and construct ion proi-

ects,  Ful l  hnowledge oi the local  p ipel ine/cable inf , ra-

struclure is needed. Operators also need to receive a lu l l

descr ipt ion of  the measures planned, including those that

may have a cr i t ical  impact on salety.  Local  operators need

to be in a posi t ion to assess to what deqree they may

be afFected depending on the cr i t ical i ty of  the measures
planned. Natural ly,  the ef fect  o i  local  asphal t  road worhs

wi l l  be less cr i t ical  than the erect ion ol  a solar power

plant c lose to a gas pipel inÖ,/cable.  Also,  t ime and again,

unhnown underground cable routes are damaged, which

mainly af fects the connected data users.

With the new legis lat ion in the energy sector and the de-

velopment olnew power ut i l i t ies and an evolv ing Pr ivate
marhet ol  cable and communicat ion companies,  obtain-

ing iu l l  in |ormat ion on local  p ipel ine, /cable locat ions has

become increasingly diFFicul t ,  i f  not  downright impossible.

PROCESS SAFETY

The pipel ine/cable inquiry process consis ls oF a query

and a reply which correspond to the input and output

data of  a business process. The central ized provis ion,

t ransFer and archiv ing of ,  data is in the common in lerest

oF inquirers and operators.  In many cases, inquirers wi l l

receive inFormat ion f rom more than iust  one operator.

Both inquir ies and repl ies must speci fy al l  re levant de-

tai ls,  and the mult i lude of  repl ies coming from the opera-

tors ai fected must be accessible f ,or  later relerence.

As part  of  a legal  t ransact ion,  th is inFormat ion must be

managed digi ta l ly  in a uni form inFrastructure,  ideal ly in

a hosted appl icat ion providing the same informat ion to

both pärt ies v ia the internet.  Also,  both part ies r ighl ly

demand traceabi l i ty  and status uPdates on the process

steps throughout the worh f low.

DATA SECURITY

Data secur i ty is of  utmost importance, as under l ined by

the current legis lat ion on personal  data.  Furthermore'

according to the current special  laws e.g.  the current

legis lat ion of  the Federal  OFf ice For In lormat ion Secur i ty

(BSl) ,  inFrastructures cr i t ical  to secur i ty -  which include
power supply l ines -  must be protected.

The Eurooean INSPIRE direct ive 2OO7/2/EC on the

disclosure of ,publ ic planning data also afFects Power
ut i l i t ies,  standing in starh contrast  to their  need for data
pr ivacy.  Apart  i rom the importance oF Protect ing their

inFrastructures,  p ipel ine operators also assert  the need to

protect  their  data.  They wish to disclose this detai led data

only upon request,  rather than mahing i t  avai lable onl ine

where they would lose control  over i ts use. Therelore,
providing data only upon request also contr ibutes to data

pr ivacy and secur i ty on the whole.

In the context  of  d ig i ta l izat ion,  "saf ,ety" no longer means

iust  protect ion f , rom damage, but also secur i ty in the

sense ol  protect ion against  threats.  To tahe maximum

effect  in macroeconomic terms, th is process, which var ies

irom company tb company, must meet the io l lowing

reouirements:

.  A central ized inquiry and archive platForm rather than

an indiv idual  quest ion-and-answer-based in i rastruc-

ture that  does not cover al l  operators.
.  Disclosure of  informat ioh in l ine wi th requirements.

To determine local  operators For planning purpos-

es,  detai led inf ,ormat ion on pipel ine/cable locat ions

oFten is not recuired.
.  Data musl  not be disclosed and used randomly.

Ooerators are l iable for  their  in l rastructure and

thereFore must hnow whom they are disclosing inf ,or-

mat ion to,  what i t  wi l l  be used for and when. The

currentness ol  data,  in iormat ion value and äeld oF

use are secur i ty-relevant.

In a central ized inquiry system, a mult i tude oiconstruc-

t ion proiects wi l l  be stored. Data secur i ty must be guaran-

teed by using a sui table data center.  The r ish oi  informa-

t ion being spied out can be detected by big data analysis

methods. For instance, systemat ic quer ies can be detect-

ed both geographical ly and when a certain party places

inquir ies repeatedly wi th in a short  t ime.
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PROPOSED SOLUTION AND OPERATIVE EXPERIENCE

A central ized inquiry portal  wi th a high level  of ,user accep_
tance is the only solut ion.  As a s ingle point  o i  entry,  i t  has
to meet the requirements out l ined above. l t  must be noted
that th is should to be considered an approach st i l l  under
development rather than a dest inat ion already reached.

With I  mi l l ion construct ion s i tes in Cermany each year
and f igures r is ing,  the construct ion industry is in need oF
informat ion on pipel ine, /cable and cable routes both un_
derground and aboveground. A simpl i f ied inquiry process
can contr ibute to saiety and ef , fect iveness.

One year af ter  going l ive,  the BIL portal  has recorded an
annual  number oF over BOO inquir ies per weeh. pipel ine, /
cable operators and inquirers From the construct ion sector
rate th is as a success. However,  there is st i l l  a lot  oF poten_
t ia l  to be tapped by gett ing even more operafors involved,
which wi l l  lead to an increase in inquir ies f rom construct ion
enterpr ises in the region as wel l  as From oDerators.

In th is regard,  the microeconomic benef i t  that  certainly
exists is almost secondary,  as the pr imary achievement
is lhe increased saFety in c iv i l  engineer ing that averts
macroeconomic damage. BIL,s cooperat ive form of or_
ganizat ion is wi thout al ternat ive because i t  mahes clear
that there is no intent ion to generate prof i ts and requires
i t  to observe absolute t ransparency in the way i ts pres-
ents i tsel f  on the marher.

See Figure I  For Inquir ies received lor  Germanv
via the BIL portal .

SAFETY AS AN OPPORTUNITY

Cenerat ing a benef i t  in terms oisaiety is a goäl  worth
str iv ing for  in the interest  of  operators,  regardless of
whether st ipulated by law or not.

Those who leave the introduct ion oF necessary protec_
trve procedures and expedient saFety measures to the
legis lator wi l l  run the r ish of  losing control  over their
core business.

The goal  theref lore must be a central ized and harmo_
nized pipel ine, /cable informat ion process consist ing oF
the inquiry,  the informat ion provided and the archiv ing
of both.  A s impl iFied process that beneFirs rhe inouirer
wi l l  be general ly beneFicial  and enhance safety in many
respects.  Conversely,  when operators choose to real ize
a si lo approach, th is entai ls r ishs that inquirers arone
can hardly mit igate.
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"with I mittion construction sites in Germang each

Aeor and figures rising, the construction industrg is
in need of information on pipelines and cables and
their routes both underground and aboveground. A
simplified inquirg process an contribute ta sofetg
and effectiveness.

Jens Foche r

The intent ion ol  rhe approach proposed by BIL is to
increase saiety so as to generate a tangible benef l t  ior
al l  p layers involved, including insurance comDanies and
claimants in case oFdamagq. The approach is always
assessed against  the state of  the art .  An ideal  scenar io
must not only be prescr ibed as a goal  to str ive For,  but
should also be tahen as an invi tat ion to get involved in a
joint  approach.

A jo int  approach mit igates r ishs and thus contr ibutes to
safety.  An al l -d ig i ta l  business process is t ransparent and
quich. Wirh sol id arguments on i ts s ide,  th is is what BIL
str ives to achieve with i ts Germany_wide construct ion
inquiry system.
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